Abstract. There are many issues concerning security in existing MESH network. In response to this phenomenon, this paper presents a research on wireless-based intrusion detection in mesh network security system. By combining the characteristics of intrusion detection, it rearranged the system architecture and algorithms. In order to test the feasibility of this system, we used the error rate and delay to test it. Experimental results showed that this system is able to keep accurate data, and reduce delays at the same time.
Introduction
As the computer network technology continues to raise, the network security issues cannot be ignored now. Due to the special nature of the network caused by Mesh network vulnerable to malicious intrusion, routing attacks, and is denial of service [1] [2] [3] . Due to hacking and viruses, huge economic losses have been caused. Therefore, how to establish a secure network system attracts much attention. Intrusion Detection System is an initiative to protect themselves from attacks of a network security system. It can help the system to deal with cyber-attacks, expand security management capabilities, and improve the integrity of the information security.
Mesh network
Wireless Mesh Network is a self-organizing, multi-hop network. It is different from traditional wireless local area network, and also different from the mobile ad-hoc network [4] [5] . It can be seen as an organic fusion of the WLAN and Ad-Hoc.
For a better description, we are comparing traditional wireless LAN, which is shown in Tab 1. Wireless Mesh network architecture determines its inherent fragility and vulnerability [6] . a. Radio channel of insecurity. Compared with the wired network, wireless network has the nature of its scope, so that people can attack from any node. It can be destroying communication link, intercepted, and tampered with the message, even posing as legitimate users. Mesh network is more vulnerable to attack, and to protection problems. b. Security threats of network structure. The principle of equality of wireless Mesh network makes the network not the central point, which is difficult to centralize network management and control. In this case, once a node is attacked, it will pose a threat to the entire network. c. The threat of mistrust between nodes brought. Mesh network communication needs multi-hop to complete, so this requires synergistic node to complete a communication. If a malicious node invades, it will cause the entire network performance degradation and even denial of service. d. Attacks for the routing. Multi-hop routing mechanism increases the coverage of Mesh network, but also provides a convenient attacker. If a node is compromised, the attacker could be mistakenly guided by modifying the routing information network transmission point. In this case, all nodes are affected, and the network also will be paralyzed.
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Intrusion Detection Technology
Intrusion detection refers to the behavior, security logs, audit data or other network information can be obtained to operate, the system detected the intrusion or intrusion attempt [7] . Technically, it can be divided into misused detection and anomaly detection. Mistakenly detection is mainly for known attacks. It extracts the features and elements of attacks, and then follows the matching algorithm to find the attack. Anomaly detection, unlike misuse detection, can be found in an attack by unknown parameters and observed changes in the network node status. It cannot rely on signatures. In practical applications, intrusion detection is often divided into the following three processes: information collection, information analysis and results processing. a. Collecting information on the network running Collecting information on the network is the first step of intrusion detection technology, and it is the most critical step. This step is often determined after the results of the validity and reasonableness. The collected information includes network data, the system and network behavior. b. Analyzing the information collected
The second aspect is use the collected information to conduct a comprehensive analysis which includes statistical analysis, complete analysis, and pattern matching analysis. c. Real-time recording and corresponding counter-measures Operation of the network will generate a lot of data, so we should use third step. It is the purpose to achieve this operational information in real-time recording. And it would accord records to determine whether the presence of the phenomenon of the invasion of network activity in the current network environment. And it will take appropriate counter-measures.
d. Processing analysis result
This step is treating the risk factor for the occurrence of or potential. The link is the network intrusion technology to run the last link, and it is a very critical part. Under normal circumstances, the action is divided into termination system or turn off a network connection.
System Framework
According to the main security risks existing in the wireless Mesh network [8] , we designed the authentication server, firewall, intrusion detection systems, fault diagnosis and self-healing of the four-part security prevention and control system. It is shown in Fig. 1 .
Firewalls are used to isolate the external network and internal network to prevent attacks from the Internet. Authentication service is to identify legitimate users and assign permissions. Intrusion detection systems, through malicious behavior of the attacker, has been successful across the network boundary which is detected, preventing the spread of damaging information. 
Intrusion detection process
For the existing security problems, this article introduces intrusion detection process to make necessary adjustments, which is shown below.
First, the normal behavioral characteristics of legitimate users were stored in a database IDS server. And then we used IDS information collection module captures data sent by abnormal. Intrusion detection and analysis algorithms would be used to deal with the information and behavior of abnormalities. Then anything over baseline behavior would be considered as the invasion, activate response mechanisms, screening information source node.
Second, by establishing and gradually improving the invasion model library, we collected each of the fault code and intrusion model. When the similarity reaches a certain threshold value, the invasion could be determined.
Third, we installed appropriate number of focal point in the network, with real-time monitoring network traffic. If a node frequently issues the invalid packets, it should start early warning program. And listener should handle all aspects of the suspicious nodes. 
Simulation
In order to verify the feasibility of this, we used the MATLAB 2014a to simulation, and set the simulation time step are 60s. By constructing more than 100 data records, we marked out its normal and abnormal node. And by combining the abnormal rate and false alarm rate, we evaluated this algorithm. Wherein abnormal rate represents the proportion of checked exceptions accounted for the total. False alarm rate represents the proportion of a normal sample which was mistaken as anomalous samples. Its findings are as Tab 2. Through the above data it can be effectively demonstrated the feasibility of this paper system. For further analysis, we have to test the network communication delay in this system. By observing the above comparison chart, it can be seen that after adding intrusion detection algorithm, the overall communications network latency slightly increased, but the range is not big. It can be effective to reduce the communication delay of original system.
Conclusions
This article presents a research on wireless-based intrusion detection in mesh network security system. The algorithm combining network features MSEH and intrusion detection, and combines with the existence of security threats MESH. IIt is improve the structure and algorithm in the system. Through experiments, error rate can be controlled at 85%, and the false alarm rate can be controlled at 4.3%. And it can maintain a low latency at the same time.
